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Today we are considering the Government Network Security Act. This is legislation that
Chairman Davis and I have worked closely together to develop. It addresses computer security threats
posed by the growing popularity of Internet file-sharing programs.

In recent years peer-to-peer file-sharing programs have gone from little known to incredibly
popular Internet applications. In fact, the most popular of these file-sharing programs, Kazaa, has been
downloaded more than 280 million times — making it the most downloaded software program ever.

In a series of hearings earlier this year, this Committee looked into these peer-to-peer file-
sharing programs and the issues they raise. What we found out is that the risks they pose — particularly
to our personal privacy and security — can be significant.

At a Government Reform Committee hearing in May, we heard from leading network security
experts from universities and the private sector about how peer-to-peer file sharing can put computers
at risk from viruses, worms, and other damaging computer files.

And a Committee investigation found that without even knowing it, people are sharing
incredibly personal information through these programs. Our staff investigators found completed tax
returns, medical files, and even entire e-mail inboxes being shared on these networks.

Government computers are not immune from these risks. A GAO investigation, which is still
underway, has found that even at Los Alamos National Laboratory, where top secret research is often
conducted, file-sharing programs have been found on government computers.

Protecting government computers from these security risks is essential. The federal
government has computer records with incredibly sensitive personal information about citizens,
including tax returns, military records, and medical and psychiatric records. It also obviously has
many files with important national security information.



It is also important to protect government computers from computer viruses. In recent weeks
we’ve seen how the spread of just two or three malicious viruses can slow the functioning of
government. We need to make sure federal government computers and networks stay protected from
these threats.

It is not difficult to safeguard federal computers from these risks. The House of
Representatives recognized the privacy and security threats posed by peer-to-peer programs nearly two
years ago and took steps to protect against them. The Senate did the same shortly after. But many of
our federal agencies have yet to follow suit.

The Government Network Security Act of 2003 is simple legislation. It requires that when
developing their network security policy and procedures, federal agencies address the risks posed by
peer-to-peer file sharing programs. Plans to address these risks may include technological means (such
as firewalls) and nontechnological means (such as employee training).

Technical innovation is tremendously important. The Government Network Security Act
recognizes this, and it protects the ability of federal agencies to pursue new technologies, including
peer-to-peer technology. The only limitation it imposes is the requirement that agencies not jeopardize
the security of sensitive government records.

When popularly available peer-to-peer file sharing programs can threaten us with viruses and
worms and put at risk the privacy of sensitive information, I think that we can all agree that they have
no place on government computers and networks. That’s why I urge my colleagues to support this
legislation.



